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Abstract

The problem of using Blockchain technology in multi-level robotic systems is considered. The management of the robotic
systems faces significant difficulties in transferring large amounts of information, securities, metadata, and intellectual contracts.
The blockchain technology, based on a decentralized system of distributed registries, allows solving data transfer problems quickly
and safely. New digital blockchain-based queuing systems can be effectively used in multi-level control tasks.
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Introduction

In recent years, blockchain technologies have become widely
used not only in financial markets and cryptocurrency systems
but also in many others. Many practical Blockchain applications in
intelligent transport systems, building information models in civil
engineering, internet of things, energy systems and others make
it possible to unveil unprecedented abilities to create and transfer
valuable information. The survey presenting [oT security solutions
published in [1] shows the potential for blockchain technology
in facilitating secure sharing of loT datasets and securing IoT
systems. A new concept for a distributed space transportation
system was proposed and a similar decentralized cooperative
control scheme was investigated in [2]. A systematic control
architecture that includes information flow of homogeneous space
robots transporting a large object in orbit is developed. Large-
scale application of the Internet of Things technology requires
improvement of security problems and formation of an integrated
security system, for example, banking, logistics, insurance, contract
law, and others. Some IoT environments where blockchain
mechanisms play an essential role were considered in [3]. The useful
application of blockchain technology in distributed decentralized
energy systems (DES) is given in [4]. Blockchain allows DES to play
an important role in energy services, such as meeting the business
needs of energy producers and consumers, providing an entirely
controlled and secure energy monitoring platform. The use of the

Blockchain for secure, intelligent vehicle communication that can

be used to track vehicle-generated data was proposed in [5]. A
decentralized control algorithm for the robots to accomplish the

comprehensive coverage was offered in [6].

The full coverage is achieved by coordinating the robots along
a given path that is unknown to the vehicles. A control architecture
that allows a multi-robot system to implement complex cooperative
dynamic behaviors, defined as tracking of arbitrary periodic
setpoints while avoiding collisions, was considered in [7]. A
decentralized approach for conflict resolution where robots show
reactive and safe behaviors, avoiding collisions with both static
and dynamic objects was shown in [8]. The method was obtained
for unicycle robots with range-finder sensors, and it was able to
manage with noisy sensors and second order dynamic constraints.
Thus, the large-scale application of blockchain technologies in
decentralized multi-level systems allows reaching a new quality
level of management.

Problem Definition

It is known that the centralized control system has many
significant drawbacks in managing multi-level systems. Centralized
solutions are not very well implemented in dynamic situations
with a large number of robots: communication can cause internal
system conflicts and may not be reliable enough; the complexity
of algorithms grows with the number of robots, making the online
processing of information too complicated in many situations.
The position of the robot in space, interaction with other robots,
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the transmission of streaming information about the results of
the work performed by the robot is dynamically changing and
must be stored in the system, especially when the transfer of
information is made in limited access mode. Thus, the application
of various blockchain solutions and decentralized approach show
great potential in different robotics-oriented tasks in logistics and
automated sort facilities. The task of logistic systems is to control
the flow of goods, their transportation, processing, and packaging.
All logistics systems require mobility in either closed or open space.
Automatically (or sometimes autonomously) controlled vehicles
(AGVs) are mobile robots used for automatic material transfer
from one point to another. The use of automated vehicles includes
transportation and, depending on specific tasks, processing,
packaging, sorting and delivery. The main advantage of robotic
logistics solutions is a reduction in the need for manual labor,
reduction in the human factor, safety in the workplace and greater

accuracy in the inventory.

Blockchain Enabled Robot Swarm

Considering the abovementioned and the fact that one of
the main obstacles to the large-scale deployment of robots for
commercial applications is security it can be beneficial to use
blockchain solutions for decentralized robotics control systems
as shown in Figure 1. It is worth mentioning that robotic swarm
systems have recently been gaining popularity [9] making it a
highly applicable solution for controlling heterogeneous groups of
robots due to their adaptability to different environments [10] and
tasks [11] (Figure 1). The crucial role in the development of swarm
systems plays the implementation of distributed decision-making
algorithms. However, it is worth mentioning that in scenarios with
alarge number of robots with distributed decision-making remains
an open problem [12]. The integration of blockchain technology in
the robot swarms distributed decision-making algorithms can help
develop more resilient and adaptive mission control for automated

logistics tasks.
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Figure 1: Blockchain enabled robot swarm distributed decision-making algorithm.
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Conclusion

The latest advances in distributed decision-making algorithms
provide swarm robotic systems with robot autonomy, decentralized
control, and collective emergent behavior. The implementation of
blockchain technology in distributed decision-making algorithms
shows excellent potential for innovative solutions and progress
in swarm robotic systems. This can open a possibility for robots
to function in undetermined and changing environments without
changing the control algorithms.
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